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The lack of a fully
defined IT security
strategy is complicating
how organisations go
about selecting tools
and vendors to support

their IT security needs.

Part two of our six-part ProductiviTy series is exploring cybersecurity. As
evidenced by our previous article in this edition, IT and business decision
makers are highly concerned about the persistent and proliferating external
threats that their organisation is up against. However, they'’re also very aware
of the internal challenges that are contributing to their security struggles.

Given the regular stream of high-profile cyberattacks in the media, it’s clear
that these external threats are increasing the pressure on senior ITDMs when
it comes to making the “right” decisions around which IT security tools they
choose to deploy and the vendors that provide them. But, within this decision
making process, they must also account for their stretched internal resources
and the often tricky process of integrating new tools into an already crowded
technology stack.

In this article, we will take a look at the way in which organisations are
approaching tool and vendor selection, and what difficulties they are
encountering with their IT security stack, while also posing the question as to
whether their current approaches are as effective as they could be.
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Fully defined IT security strategies
— not as common as you might think

There's little doubt in our minds that IT security is currently more important than it has ever been — and this will only
increase further as the complexity of IT environments also continue to rise, along with the constant evolution of the cyber
threat landscape.

As such, it's a concern that fewer than four in ten (38%) respondents report that their organisation has a fully defined

IT security strategy in place. This proportion drops as low as 13% among the smallest surveyed organisations, which
immediately starts to indicate a headcount and/or knowledge deficit considering that 61% of the largest organisations
have a full strategy in place. And while 37% overall have some form of loose framework, it seems as though organisations
are leaving themselves exposed to a range of potential issues by not fully mapping out all aspects of their IT security.

Presence of a fully defined IT security strategy in organisations

Split by Fully defined IT  Loose IT security In process of Planning No plans to create/
employee size security strategy framework creating to create don’t know

Total 38% 37% 6% 7% 13%
1-49 13% 42% 0% 22% 22%
50-249 15% 49% 5% 13% 18%
250-999 29% 39% 26% 0% 6%
1,000-4,999 56% 34% 6% 0% 3%

5,000+ 61% 26% 1% 0% 12%




What’s being covered by

When it comes to what organisations are incorporating
into their IT security strategy — whether it be fully defined,
a loose framework, or in creation — the key focus areas
are much what you’d expect them to be, with incident
response, hybrid/remote working guidance, and training
all commonly reported.

But only 20% say that a vendor roadmap features within
this strategy. And while technology investment plans are
cited by a substantially larger proportion (52%), this does
suggest that organisations could be doing more to refine
the way in which they approach selecting their IT security
tools and vendors.



https://www.vansonbourne.com/
https://www.vansonbourne.com
https://www.vansonbourne.com/article/in-the-balance
https://www.vansonbourne.com/article/in-the-balance

Best tools or
best vendors?

In terms of the approaches that organisations have available to them regarding their IT
security stack, generally these can be grouped into two camps — consolidating behind a
preferred vendor or pursuing “best of breed” solutions. Both can have their benefits, but
equally both can have their drawbacks as well.

With a consolidated approach, aligning behind a single vendor or very small group of
vendors can improve the quality of the relationship while also helping to avoid the pitfalls
of having a raft of incompatible technologies from different vendors that were never
designed to integrate with one another. Ultimately, if left unchecked, these integration
issues can undermine the efficacy of each tool, and, as a result, the overall security
posture of the organisation. But, on the flipside of this strategy, aligning with just one
vendor could lead to becoming locked into contracts that mean companies are governed
by the roadmap of their provider rather than being able to follow their own path.

A "best of breed” strategy on the other hand helps to ensure that organisations have the

best tool/solution for a specific purpose such as guarding against a certain type of threat.

But, as alluded to, integration and management challenges can become an unintended
consequence, potentially leaving the door ajar for opportunistic cyber criminals scanning
for vulnerabilities that they can exploit.

So, really it would appear to be a case of pick your poison and commit to it, and as it turns
out, there are plenty of respondents’ organisations on each side of the fence - 54% are
going after the “best” tools for them, regardless of vendor, with 31% going down the route
of vendor consolidation and using as many of that vendor’s tools as possible.

54%

use the “best” tools/
solutions, regardless
of vendor

31%

consolidate behind the
“best” vendor, utilising
as many of their tools/
solutions as possible
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Have solutions become
part of the problem?

These differing approaches raise the question of what challenges are being encountered by those pursuing each strategy.
Well, given that the largest proportion of respondents’ organisations are utilising a “best in class” approach, it's perhaps
unsurprising to see that a lack of integration between tools (31%), no centralised management of tools (25%), and too
many disparate tools (22%) are among the key challenges overall with the IT security solutions that they have in place.

36%
31%

33%

Lack of automation/
integration between
tools

Most common challenges faced with IT security tools and solutions in place

36% 3504
31%

Patching/updating/
upgrading our tools

- Use “best” tools - Use “best” vendor

- Total

29%

26% 27%
25% 200/ 23%

24%

No centralised
management of
tools

Troubleshooting
where issues stem
from between tools

Too many disparate
tools

21%
18%

16% 16% 5%

13% |

Lack of
understanding
around features/
capabilities

Too much overlap
between tools

However, the theory underpinning those percentages doesn’t tell the full story, with the challenges not being exclusively
driven by those adopting a “best in class” approach. In fact, issues with centralised management and too many disparate
tools, as well as difficulties such as a lack of understanding around features/capabilities of tools and too much overlap

between tools, are more likely to be reported by those from organisations who have consolidated behind a “best” vendor
for them.
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Comparing approaches:
“Best” tools vs. “Best” vendor

Use “best” tools Use “best” vendor

Number of IT
security tools in
use

Number of
specialist IT
security vendors
relied upon

Percentage who
say a vendor
roadmap is

part of their IT
security strategy

Although this might seem counterintuitive, when digging a little
deeper the reason becomes clear — on average, those consolidating
behind a best vendor (or vendors) are utilising 11 different IT
security tools, while those using the best solutions for them, report
a notably lower average of seven tools.

In terms of the number of different specialist vendors that they rely
on for their IT security needs, the differing approaches between
these companies leads to much the same outcome — six vendors
for those with a best tools approach, and five for those who are
more vendor driven, perhaps suggesting that any consolidation
plans are in their infancy. Regardless, it would appear that those
who are choosing the best tools have enabled themselves to
maintain a slightly greater level of control over their security stack
when it comes to decision making and solution selection.

This brings us back to the absence of a well thought out IT security
strategy, and for organisations where a strategy is in place, the lack
of a clear vendor roadmap within this. Just over a quarter (26%)

of respondents, from organisations who tend to use the best tools
for them, regardless of vendor, cite that a vendor roadmap is part

of their IT security strategy. While this isn’t a huge proportion, it
does compare favourably to the 12% from organisations trying to
consolidate behind a “best” vendor for them.
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